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SECURITY DEVICE AND SYSTTCM 

The invention relates to a security device, for example to comprise an 
5 identification and/or authentication device for use in isolation or for use in 
association with, incorporated into or onto or attached to another article. The 
security device incorporates a signature providing for identification and/or 
authentication in a manner that limits or makes difificult the copying of the 
device, and consequently the copying or counterfeiting of any item used ia 
10 association therewith. The invention also relates to a data reader particularly 
suited to reading such a signature, to a method of producing such a signature 
to a security system including device and reader, and to an identification or 
authentication method using such a device or system. 

15 A major loss of revenue to many businesses and a substantial source of 
crimiaal activity arises from illegal counterfeiting or copying of items. 
Examples include, but are not limited to: 

• Copying cards and like devices used for paperless financial 
transactions such as credit card and bank cards to allow 

20 imauthorised transactions and withdrawals firom ATMs; 

• Forging and copying items used for identification, such as 
^ passports, visa documents, driving licenses, personal identity cards 

and the like; 

• Copying material carried on a data storage medium, such as CD and 
25 DVD disks; 

• * Forgiag and copying official documents such as certificates; 

• Duplicating smart cards used for identity/ access purposes, for 
example to control access to areas as part of a security system, to 
control access to sCTvices such as pay-TV, to control or log use of 
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hardware such as computes or other office equipment in a multiple 
user environment; 

• . Copying security or authenticity labels as part of counterfeit goods 
manufacture, to make unauthorised and/or inferior cojpies of high- 
5 value branded goods, high specification safety-critical goods and 

the like. 

This is a particularly identified problem in relation to cards and like devices 
used for paperless financial transactions and for identification purposes, and 
10 this area has led development of security systems, which are nevertheless 
likely to be generally applicable to most or all areas where copying is a 
problem. 

As paperless commercial and general security systems have become more 
15 sophisticated, increased autoniation coupled with an increased information 
storage capacity on the item have created great opportunities for financial and 
identity fiaud by copying of such documents. The concentration of wealth 
and/or information accessible through credit and bank cards and identity 
documents has increased. There has developed a growing need for accurate 
20 verification and identification such items and/or effective copy prevention. 

Card and documentary systems in particular have adopted measures that 
improve security by making counterfeiting difficult or inconvenient. This 
approach has concentrated in particular on incorporation of embedded devices 
25 on or in the card or other document which are difficult to copy effectively. 
Examples include holographic images, difSfraction gratings, specialist 
substances (inks, materials etc), embossed structures, structures within the 
material of the card, etc. 




Ultknately though, these markings can be copied by the sophisticated 
counterfeiter, and will be if the rewards are sufficient. There exists a general 
desire for a security marking that cannot, practically be counterfeited. 

It is abready known in theory that an effective strategy against unauthorised 
copying of items exists if a random signature can be associated with the item 
or with a device that is attached to the item. The random signature could come 
from some uncontrollable manufacturing process that can never be duplicated 
precisely. Thus, there always exists some small difference between the 
original item and its copy; if this difference can be detected and compared 
with a baseline from the original item, forgery can be identified. * 

There are 4 primary requirements of a practic^ random signature: 

• It must be possible to measure the signature easily and without 
excessive cost; 

• It must be possible to represent the baseline signature easily, 
preferably by a small list of digital numbers. 

• There must be a large degree of randonmess inherent in the 
manufacture of the signature, such that every signature is sli^tly 
different; 

• It must not be possible to control the manufacture of the signature 
so that its randomness could be stripped out or suppressed and an 
identical copy of an existing signature made. 

Difficulties in achieving all of these requirements have to date limited the 
practical applicability of the concept on a wide scale in everyday systems. 

It is an object of the present invention to provide a security device for an item 
which is inherently difficult to copy and thus limits counterfeiting. 
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It is a particijlar object of the present invention to provide a security device for 
an item based upon a random signature which is readily manufactured and 
measurable on a scale and at a cost appropriate for everyday use in 
5 authentication/ counterfeit prevention of high value items. 

It is further object of the invention to provide a data reader particularly suited 
to reading the signature of such a device. 

10 Thus, according to Ihe invention in a first aspect at its broadest there is 
provided a security device comprising at least one and preferably a plurality ^ 
and more preferably a large plurality of magnetic elements arrayed on a 
suitable substrate and having a machine readable magnetic signature response, 
provided in combination with a predetermined baseline magnetic signatiire 

15 response reading. 

The magnetic elements comprise thin layer magnetic material, such as 
magnetic nanowires or nanodots, laid down in suitable form on a suitable 
substrate to give a machine readable magnetic marking, with a measurable 
20 baseline signature signal highly dependent upon the precise inherent stricture. 
The predetermined recorded baseline signature response gives a comparative 
figure, an "expected" response which can be used in connection with a 
measured response to authenticate the device. 



25 



As used herein, "device" at its broadest comprises the magnetic element(s) as 
hereinbefore described laid down on a suitable substirate. Examples of the 
application of such a device include witiiout limitation such a device 
constituting or comprising a part of an object adapted for use in its own right 
as an identification, authentication, key or any other application; a device 



constituting or comprising part of such an object provided for use with a 
second object, in particular for example as an attachment thereto, for 
authentication, identification or other labelling, related security or other 
purposes; a device portion incorporated into or onto a second item for such 
identification, authentication or related security or other puiposes. In 
particular, the device is provided to authenticate and prevent imauthorised 
counterfeiting by copying or cloning of an article of which it forms a part, or 
with which it is associated, 

Collections of magnetic elements such as those described above are akeady 
known in the literature (see for example R.P.Cowbum, Joumal of Physics D, 
33, Rl (2000)). The present invention relies however upon their singular 
effectiveness in creating a randoin signature for anti-forgery. 

The magnetic elements will be such that when a time- varying magnetic field is 
applied to the elements, their magnetic response is a non-linear and hysteretic 
fiinction of that applied field. This non-linearity may be characterised by 
discrete jiraips in the magnetisation at certain applied field values. The 
elements will be such that the small differences in fabrication which must 
naturally exist from one element to another will cause the magnetic response 
to vary slightly from element to element. Furthermore, the elements will be 
such that a given element responds in as similar a way as possible to each 
cycle of the time-varying applied magnetic field. 

In order to determine the baseline signature response of a collection of 
magnetic elements, a time-varying magnetic field is applied to the elements, 
and the magnetic response of the elements is recorded. The response can be 
measured using the preferred device described hereinbelow, or by some other 
means. The response of each individual element may be recorded separately, 
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or alternatively, only the average response of the collection may be recorded. 
This is known as the baseline response. 

The baseline response may be condensed by identifying specific features, such 
as sudden jumps, or the mean and standard deviation of Hie switching fields. 
Alternatively, the baseline response may be converted from a time-domain 
sequence of magnetisation measurements to a frequency-domain Ust of 
measurements. Alternatively, the baseline response may be unprocessed. 

Measuring the predetermined baseline response is analogous to a calibration 
procedure. It is anticipated that the predetermined baseline response wili only 
be measured once, at the time of manufacture and that the device will then be 
supplied to the user with the predetermined baseline response stored in a 
manner accessible to the user, for example remotely from the device, or in 
association with the device in a form inaccessible without authorisation. In 
particular, it is desirable that the predetermined baseline response is securely 
encrypted, especially if held on or with the device. Preferably the 
predetermined baseline signature response is encrypted using an asymmetric 
encryption algorithm with the private key used for enciphering being kept 
secret and the public key used for deciphering being made available to any 
reader of the device such that the expected predetermined baseline signature 
response can be decrypted and comparison can be made with a measured 
response. 

In order to test the authenticity of an item protected by the random signature 
described in this invention, it is necessary to apply a time-vaiying magnetic 
field to the magnetic elements and to record the measured magnetic signature 
response of the elements to that applied field. The same procedure is used 
first to determine the predetermined, expected baseline response which is then 



stored as above, and then by use of a suitable reader to obtain subsequently 
measured baseline responses which can be compared to the predetermined, 
expected baseline response to authenticate the device. 

Authentication relies on the inherently random nature of the device. 

0 

Artificially fabricated magnetic elements make a very good practical random 
signature because the magnetic switching field of each element depends 
critically upon the physical structure of the ends of the elements. Structural 
variations of only a few nanometres in size can cause significant changes to 
the switching field (K. J. Kirk, J. N. Chapman, and C. D. W. Wilkinson, J. 
Appl. Phys. 85, 5237 (1999)). Therefore, in order to replicate the random 
signature, it is necessary to rqplicate the precise shape of the elemente to near- 
atomic precision. This is imfeasible by cuirCTLt technology and will remaia so 
for many decades. While near-atomic level manipulation is required to copy 
the device described in this invention, a macroscopic measurement is 
sufiBcient to check authenticity, because when the structure undergoes 
magnetic switching, the entire structure switches together, making the 
magnetic response very easy to measure. Thus, the random signature 
according to this invention requires low-cost, simple processes to interrogate 
it, but unfeasibly difficult engineering to copy it. This is ideal for a practical 
random signature. 

If the magnetic response of a collection of elements is recorded together as an 
ensemble measurement, it must be appreciated that the statistical fluctuations 
upon which this invention is based will be attenuated. The attenuation factor 
will be l/ Jn , where N is the number of nominally identical elements in the 
ensemble. Thus, if a collection of individual elements has a switching field 
with a standard deviation of 10 Oe, then a collection of eioLsembles of 100 
elements will only have a standard deviation of 1 Oe. The measurement of the 
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magnetic response must therefore be made more carefoUy. On the other hand, 
the total voltime of magnetic material has increased by a factor N, which 
makes the measurement easier to make. 

Authentication reUes upon a match between the measured baseline response of 
the device, and a predetermined baseline response stored securely, in 
particular in encrypted form. A forger attempting to forge a device 
incorporating a prerecorded baseline response in an encrypted form will never 
produce a perfect forgery having a measurable magnetic signature response 
matching an encrypted prerecorded origmal. In the genuine device, the 
predetermined basehne response is recorded in an encryption known only to 
the manufacturing company or those authorised thereby. If the prospective 
forger merely attempts to copy both the signature device and the encrypt 
derived therefrom the forgery will fail, because even if the encrypt is copied 
exactly the magnetic signature response of the copied device will differ from 
the original. Thus, on the forgery, the measured and predetermined and 
recorded signature responses wiU not match. If the forger creates a copy of 
the signature device, he could instead measure the basehne response of the 
forged device readily. However, he could not create a suitable valid encrypt 
corresponding to the forged baseline response because he does not know the 
encryption. Thus, both possible copying strategies fail. 

Thus, m accordance with this aspect of the invention, a practical method of 
generating and reading a random signature usmg artificially structured 
magnetic materials is described which is for practical purposes raipossible to 
copy, and which thus offers a security device which can authenticate origmals 
and prevent counterfeiting by copymg of such originals. 
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The magnetic elements of the invention preferably comprise thin layers of 
magnetic material, preferably less than 1 \wi thick, and more preferably less 
than 100 ran thick. They may be 10 rim thick or less, but by preference will be 
generally aromid 40 nm thick. 

The elements may all be nominally identical in shape and of regularly 
distributed arrangement, or differences between them and/or irregular patterns 
of arrangement may have been intentionally introduced. It should be 
emphasised that the random nature of the magnetic response is an inherent 
consequence of material fabrication, not dependent upon the shape, 
configuration and distribution pattern of the elements. 

The elements may be generally rectangular in shape, in particular elongate 
rectangular for example comprising an array of generally parallel magnetic 
elongate rectangular , elements, or may comprise areas of magnetic material, 
for example being square or circular, or some other regular geometric shape, 
which may for example be formed into a two dimensional array. 

As used hereinafter reference made to magnetic wires or nanowires should be 
construed as being to such elements of highly elongate form, and in particular 
elongate rectangular elements and/or elongate elements in a geuCTally parallel 
array, but not restricted to the parallel rectangular examples given below for 
illustration puiposes. As used hereinafter reference made to magnetic dots or 
microdots should be construed as being to such elements comprising areas of 
magnetic material of less elongate, more squat form, and in particular of 
regular geometric shape, and/or formed into a two dimensional array, but not 
restricted to the circular geometry of the examples given below for illustration 
purposes. 
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The elements may be discrete, with no magnetic material connecting fhem, or 
they may be partially connected by magnetic material into a number of 
networks, or they may be entirely connected by magnetic material into a single 
network. 

5 

The elements will be made jfrom a magnetic material, which will by preference 
be magnetically soft, for example based on nickel, iron, cobalt and alloys 
thereof with each other or silicon, such as nickel iron alloy, cobalt iron alloy, 
iron silicon alloy or cobalt silicon alloy. 

The elements may be coated with a protective overlayer to prevent oxidation 
or mechanical damage, said protective over layer comprising a thin layer of 
^ non-magnetic material having suitable mechanical and/or enviromnentally- 
resistant properties and/or surface treatments and/or coatings, for example 
15 comprising a layer of ceramic, glass or plastics material. Such overlayers are 
convenientiy transparent Particular examples of protective overlayers include 
titanium dioxide, transparent epoxy resin, plastic or glass, transparent 
modified silicone resin conformed coating and transparent acrylic conformal 
coating. 

20 

The elements are laid down upon a suitable substrate. An underlayer may 
exist between the elements and the substrate. The device may be incorporated 
directly into or upon the item which is to be protected, in which case the 
substrate may be the item which is to be protected against forgery itself or 
25 some suitable substrate material laid down thereupon or incorporated therein 
for the purpose. Alternatively, the device may be incorporated into a separate 
unit such as a tag, label, certification etc, attachable to or otherwise useable in 
conjunction with the item to be protected, the attachable unit comprising or 
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incorporating some suitable substrate material. Suitable substrate materials 
include silicon, glass, plastic or some other material with a smooth surface. 

In the case of the magnetic elements being formed on an attachable unit, the 
5 attachable unit may be attached directly to the item to be protected, or may 
form part of a certijacate or other documentation associated with the item to be 
protected. Means may be provided in association with an attachable unit to 
effect attachment between the unit comprising an identification device in 
accordance with the invention and tihte item to be protected. Such means may 

10 provide for releasable, removable engagement of the attachable unit to the 
protected item, or for permaaent engagement thereupon. In the former case, 
attachrfiCTit means may further comprise locking means to ensure ttiat only 
authorised persons pan remove the unit. In either case, the attachment means 
may further comprise anti-tamper protection and/or mechanisms to indicate 

15 tampering by unauthorised persons. 

Suitable uses for such attachable unit include without limitation labels for 
items of value, of security importaace, or of otherwise critical importance, for 
ex^ple to enable identification of tiie article, authentication of tiie article as 
20 genuine, verification of the provenance of the article and the like and/or to 
label the article in a secure and controlled manner, for example with 
information about the article, pricing information, stock control information 
etc. 

25 In the case of magnetic elements being formed directiy upon an item to be 
protected, similar usages mi^t also be envisaged. Such direct incorporation 
of the device onto the item to be protected however will be singularly effective 
in preventing imauthorised reproduction, given the random and hence 
inherentiy uncopyable nature of the signature device, and will therefore be 
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particularly useful in association with items whicla might be susceptible to the 
production of counterfeit copies, since liie device will provide for ready 
authentication of an item as original. 

The elements will be formed by preference by optical lithography, although 
embossing or some other form of contact printing may be used. 
♦ 

The plurality of elements making up the device may be of generally the same 
size and shape, or may have a size and/or shape differing continuously or 
discontinuously across the device. Preferably, a number of different element 
sizes will be present in one ensemble. 

In one embodiment, several discrete groups of differently sized and/or shaped 
elements, the elements being generally similarly sized or shaped within each 
group, are provided so that several different switching fields can be identified. 
For example, an ensemble of rectangular elements in parallel array may 
comprise several discrete groups of different widths. 

A suitable example comprises 100 rectangular elements, each 1 mm long; 10 
will be 5.0 ^im in width, 20 will be 2.5 jun in width, 30 will be 1.7 jim in 
width, 40 will be 1.2 ^m in width. The magnetic response of such an 
ensemble will then show four distinct groups of switching fields, each of 
which will exhibit a statistical variation &om one tag to the next, which can be 
used to form a random signature. 



A second example comprises 450 rectangular elements, each 1 mm long; 150 
will be 1.0 nm in width, 120 will be 1.25 ^m in width, 90 will be 1.67 \im in 
width, 60 will be 2.5 jmi in width and 30 will be 5 nm in width. The magnetic 
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response of such an ensemble will then show five distinct groups of switching 
fields. * 

hx the examples, the number of elements in each group is such that each group 
5 should cover generally the same area. The strength of the detected signal from 
the.reader usually depends upon the total area of coverage, so each^of the fbur 
or five groups of switching fields will register the same strength at the reader. ^ 
This is a preferred feature for many applications, but it can be envisaged that 
for other applications several discrete groups of diflferCTttly sized and/or 
10 shaped elements may be provided wherein different groups occupy different 
areas of the device. 

In an altemative embodiment, differently sized and/or shaped elements axe 
provided in a continuously varying array, so that variations in sized and/or 

15 shape between an element and its neighbours are ininimised to avoid large 
discontinuities. For example the area of an element should vary from its 
neighbours by no more than 5% and in particular by about 1%. As a result, a 
smoothly varying collection of switching fields is produced. The variation 
could be tuned in accordance with a suitable fimctional form which may be 

20 linear or non-linear. 

For example, in an analogous device to that described above with rectangular 
elements in parallel array the width of the elements varies as a smooth 
fimction across the array. An ensemble nnght start with a 2.5|xm wide wire; 
25 the next would be 2.53 (xm, the next 2.56 \im etc, until 56 wires later the width 
has risen to 5 p.m. The total wire width is 200 p.m in this example. An . 
altemative ensemble might start with al ^m wide wire; the next would be 1.01 
Jim, the next 1.02 iiim etc, xmtil 450 wires later the width has risen to 5 |xm. 
Dififerent functional forms, e.g. linear, quadratic etc could be used to 



detennme the progression of ^dihs^tooss 'the ensemble. Unlike th6 previons 
example, tibis woiildn't give distinct groups of switching fields, but ratSer a ^ 
smooiSi<»Uection of switching fiel<3^^^^ .. • * ; • 




relatively, large area magnetic 'elefhent fot fise as a refeifence elemekt, for. 
example a relatively wide.jnagnetic nanowire. In the foregoing examples such 
a single ^de wire could be 1 nun long and 150 \im wide. For a wire at such a 
large width, the magnetic property is ahnost identical to the bulk material, 
which is usually quite well defined. Thus, in addition to five blocks which 
have erratic switching fields tii^e is provided one well defined switching 
field, which can be used to caHbrate the reader. This calibration could include 
making environmentally-based adjustinents, such as subtiracting the influence 
of the Earth's magnetic field, for example, or compensating for changes in 
temperature. 

It is necessary to the invention that a predetermined base line magnetic 
signatiire response is provided in combination with a security device in 
accordance with tiie invention. It will however be understood that it is not 
necessary tiiat such a predetermined base line magnetic signatirre response is 
provided in physical association with the security device, but merely that it is 
available to tiie authorised user of the device for comparison purposes to give 
an "expected" response to be compared with an actiial response when the 
device is read by suitable means, such as tiie magnetic signature reading 
means described hareinbelow. 



Three principal embodiments of the invention will suggest themselves. In the 
first, the pre-recorded baseline may be provided in physical association with 
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: the device or protected item^. In the second, the pre-recorded baseline may be 
stored by Ihe" device readdr. In the third, the pre-recorded baseline may be 
remotely stored from botii Hevice and device reader in a manner accessible to 
an authorised person such that the necessary comparison between expected 
5 ^i.e. pre-recorded) ajid actual (measured) baseline readings can be made for 
autheniicafiont)urpbses, . .. . ; ' * 

in a first of the three primary embodimCTits and modes of operation, the pre- 
recorded baseline response is provided in close physical association with the 

10 device or protected item. In one alternative, the pre-recorded baseline is stored 
in physical proximity to the device in machine-readable form. For example, 
. the pre-recorded baseline is stored as a part of the device; or is stored adjacent 
to or under the device on a common substrate; or is stored in the vicinity of the 
device as part of a unit incorporating the security device of the invention, 

15 optionally with other security or information features, such as a smart card, 
identification document, key card, key fob or the like, or a label for an article 
to be protected; or is stored on or with an article to be protected which article 
to be protected has also been provided with a device in accordance with the 
invention; or is stored as part of a certificate or other documentation associated 

20 with an item to be protected which certificate or other documentation also 
incorporates a device in accordance with the invention. 

In this embodiment, the prerecorded baseline should be stored in readable but 
encrypted form. For example, the condensed or unprocessed baseline 
25 response is digitally signed using an asymmetric encryption algorithm such as 
RSA. The private key, which is used for enciphering, is known only to the 
manufacturing company; the public key, which is used for deciphering, is held 
on every reader terminal which might be used to read the device. 
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The digitally signed and enaypted baseline response is stored on the item, 
preferably witihi the magnetic elements for example in that it is prmted 
imd^eath or alongside W^elements, or kltematively by recording it onto a 
magnetic data strip, or by reSrding it onto an optical bar code or by recoyding 
^ .5 it onto a smart car;d chip,-9rl53f some other mean,s. Other information, such a^!, 
-. . but. ndt.limit^ to, the owner's name Wii'ii^ identity code or a" checksum 
. ' ' !iiiay -aiso be encrypted into the . ^ame" data streain and digital , signature to 

prevent the magnetic elements j&om being transferred to anbtiier item or 
important infoimation on a Socinherit or 'cei=tificate from being modified. 
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In a second principal embodiment of the mode of operation of the device, the 
prerecorded base line response is stored on, by or in close association with a 
device reader. Such an embodiment lends itself in particular to "lock and key" 
type systems where the device acts as a key and is used in association with a 
15 reader acting as a lock to limit access to particular areas, operation of 
particular items, or use of particular services to the specified key holder(s). 

In this embodiment, it is not necessary for prerecorded baseline signature data 
to be stored upon or in close association with the device itself or a protected 
20 item. Optionally however, the data may still be stored in an encrypted form 
for security, for example in the manner above described, or may be otherwise 
security protected. 

In a third principal embodiment and mode of operation the prerecorded 
25 baseline signature data is stored remotely from both the device and protected 
item and the device reader. Such a mode of operation lends itself in particular 
to, but is not limited to, systems where a network comprising a large number 
of readers each expecting to interrogate a large number of devices is 
envisaged, for example as might be the case with credit cards and the like with 
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rmiltiple pointe of saJe^ secijrity and idenlificatioii systems with multiple points 
of accesss etc. . . . ; " - " * V " 

• • '• * ' ' - ■ ' • • ^ * . 

In aGcordance . with this embodiment . and mode oJ^^pperation prerecorded 
sigaature Hata about the device^ and in particular about apharality of different" 
<ievicis, is.pref6rabi^^ at . a central dala store, for example connected to a 

plurality of readers on a distriBlited network. In such a network two 
altematiye modes of operation can be ^CTivisaged. In the JBrst, a readea: is 
adapted to read a device, interrogate a central data store for the prerecorded 
signature data, and make the comparison. In a second, the device reader is 
adapted to read the device and pass the actual signature data to such a central 
data store for verification purposes. The essential principles of the inventioii 
remain the same. 

In a further aspect of the invention there is provided a security system 
including at least one device as hereinbefore described and at least one device 
reader, said device reader comprising means to read the magnetic response of 
the device. In particular, the device reader comprises or. is provided in 
association with a magnetic field generator to apply a time-varjong magnetic 
field to the elements, and has a magnetic response recorder to record the 
response of the magnetic element to that applied magnetic field. A preferred 
device reader is described hereinbelow. 

For dififerent applications, suitable systems may comprise a plurality of such 
readers and/or a plurality of such devices. A system comprising a plurality of 
such readers may be arranged such that each reader functions independentiy in 
isolation, or such that some or all of the readers are linked on a distributed 
network. 



Readers provided for a systrai operafed in accordance withlhe first mode of 
'operation dutimed above preferably fu^ira: comprise means to read the pre- 
recorded predbtermined baseline signature response, in particular, the. pre- 
recorded and encrypted signature response, , stored on, with^ in assopiation 
^th a device or protected article; and prefe^bly further comprise comparator 
to cokpaife the prerecorded and measured baseline si^ature responses! 
Readers' adapted for a system for use in accor^cie with the second mode^of 
operation described above preferably further comprise storage means "^r . 
storing the predeterrnined baseline signature response(s) of the device(s) 
intended for use therewith, and prfeferably further comprises comparator 
means to make a comparison between stored and measured baseline responses. 
Readers intended for use in accor«iaiice with the third mode of operation 
described above preferably comprise means to receive data concerning a 
remotely stored predetermined basehne signature response, for example via 
direct entry of data by a user, or via interrogation of a remote database on a 
distributed network, together with comparator means to compare the 
predetermined response to the measured response; or in the alternative, means 
to transmit the measured response to a remote comparator, which comparator 
incorporates or is in data communication with a store of predetermined 
responses. 

In all cases, the device reader preferably makes a comparison between the 
measured and predetermined baseline magnetic signature responses, for 
example against a predetermined tolerance limit, and actuates a response 
mechanism depending upon whether signatures are identical, for example 
within those tolerance limits. 



The response mechanism may comprise a simple display means, of any 
suitable form, including visual, audio, alphanumeric indicators and the like, of 
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whether the device is authenticated- Additionally or .sdtematively, other 
responses riiay be provided for. For example, authentication might serve "to 
release a real or virtual lockj.permitting access to a restricted afea, operation of 
an item of restricted eqiiipment, access to a particular service or the like. 
5 ■ " ■ •.: • • . ' . . . ' ; / 

According to a. further aspect of jhe invention, a simple device is. described 
which can measure the magnetic Response of a small area of thin-fihn 
magnetic material. The device is well suited, but not limited, to measuring the. 
magnetic random signature of a device such as described above. The small 

10 area will by preference be of size 0.2 mm x 0.2 mm or greater; the magnetic 
material will be in the thickness range 1 imi to 500 nm, and by preference will 
be in the range 1 nm to 50 nm. The magnetic material may be a continuous 
fihn or may be a collection of magnetic elements. The magnetic material may 
have a trainsparent protective overlayer, but the magnetic material must remain 

15 optically reflective. 

According to this aspect of the invention a device for measurement of the 
magnetic response of such an area of magnetic material as a time-varying 
magnetic field is applied to the magnetic material comprises an illumination 

20 source, and in particular an infra-red illumination source; a collimator to focus 
the illumination onto the surface of the magnetic material; and a collector to 
collect reflected illumination, and to monitor the varying response of this 
reflection over time as the time-varying magnetic field is applied. Optionally, 
the device incorporates or is provided with a magnetic field generator to 

25 generate such a field. 



According to this invention, the transverse magneto-optical Kerr effect is used 
to measure the magnetic response of the area of magnetic material as a time- 
varying magnetic field is applied to the magnetic material. This effect is well 
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. known in. the litefatiire; Hie response measijfmg devicfe may incoiporate 
- additional 4ea5is to apply such a time varying inagnehc field to the area of 
magnetic idaterial under investigatioit; or'^a se^afafte device may be used to 
apjply the sam^. 

' lb': a i>teferr|d emboSirae^^^ device operafes wilhout polarised light. 
■ Conv^tionally, the transverse Kot effect requ^ 

ptane polarisW. This is usually acMeyed by inserting a sheef^^ 

some other polarising optical element in the in-coming beam path. It has*been 

10 surprisingly found that in apphcation to this invention, the polariser can be 
removed to reduce manufacturing cost and to reduce the size of the device. In 
the preferred embodiment of tiie present device a polariser is absent. This is 
suitable for many applications. Nevertheless it will be understood that a 
polariser may be included, for example in the in-coming beam path in 

1 5 conventional manner, where this is desirable or necessary. 

Preferably, the collimator comprises a pinhole. At the scale of device 
ojpraation this is found to effectively focus the light without the need to use a 
lens. This again reduces manufacturing cost and reduces the size of the device. 
20 Conveniently, the pinhole has diameter in the size range 0.2 rnm - 5 mm. 

The light is then reflected off the surface of the magnetic thin film. 
Preferably, a second pin-hole, with diameter in the size range 0.2 mm - 5 mm, 
is provided to focus the reflected light. It is preferred that the second pin-hole 
25 should have the same diameter as the first pin-hole. Light is passed to a 
collector comprising a light sensitive device, which is by preference a 
phototransistor or photodiode sensitive to the radiation produced by the light 
source. 
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. Preferably,.the light source comprises a li^t emitting diode This is in contr^t 

to prior art large scale devices for measuring .the. magnetoroptical Kerr effect 

wheire a laser or a discharge lanrp or an incandescent lamp is used. The present 

device is smaller* cheaper and removes the' hazards associated with a product 

5 cojitainin^a^laser. ^ - . . 

An infra-red light emitting .diode (LED) is preferred over a visible spectrum 
LED for two reasons: high cq^tical intensities are achievable in the infra-red 
due to the higher currents that infra-red LEDs can sustain; the optical receiver 
10 can be rendered insensitive to visible light, thus reducing interference from 
ambient light 

In a fiirfher aspect of the invention, a method of manufacture of a security 
device comprises forming at least one, ' and preferably a large plurality of, 
15 magnetic elements as above described; obtaining a baseline signature 
magnetic response for the elements; storing the baseline response as a 
predetermined baseline response in a form accessible to a user of the device, 
optionally by encrypting and storing in physical association with the device in 
any readlable form. 
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The elements will be formed by preference by optical lithography. 



In a preferred embodiment of the method a cost saving can be made in the 
lithography process in the case of the magnetic elements comprising an array 
25 of generally rectangular structures. The photoresist is applied to the substrate 
in the usual fashion and pattemed by an optical exposure followed by 
development. The magnetic material is then deposited onto the pattemed 
photoresist. Usually, the photoresist would then be dissolved in a solvent (lift- 
off process). However, according to this invention, the photoresist can be left 



'^ iA^l^ J^>&osx^ of it forms a second 

. setofricrtahgiilar'magneticaemenfe.^ 

been patterned into rectangular structures of width 0.5 pm with a centre-to-' 
centre spieiilg of l.S lim. Ifihe photoresist i^eft in place.^eii. the stm 
5 comprise a setjof 0.5 pin wires attached to the substrate, and. an^ equal number 
^ (mimii l). Qf 1 pm^wf^ attached to the top of"tEie sui&strate. 

The inventioii in a further aspect comprises a method of marking an item for 
securily, identification or authentication purposes by use of the foregoing 
10 device and/or system and/or method.and in particular by associating a device 
as hCTeinbefore described therewith. 

The invention in a further aspect comprises a method of identifying or 
authenticating an item by use of the foregoing device and/or system and/or 
method and in particular by associating a device as hereinbefore described 
therewith, applying a time-varying magnetic field to the elements thereof to 
obtain a measured baseline magnetic signature response, for example using the 
reader hereinbefore described, and comparing the measured response to a 
predetermined recorded baseline magnetic signature response. 
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The invention will now be described by way of example only with reference to 
Figures 1 to 10 of the accompanying drawings in which: 
Figure 1 is an illustration of a first coUection of magnetic elements used for a 
random magnetic signature in accordance with the invention; 
25 Figure 2 is an illustration of a second collection of magnetic elements for such 
use; 

Figure 3 is an illustration of a third collection of magnetic elements for such 



use; 



• 
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Figure 4 is an illustration of a device for measiuing the magnetic response of a 
small airea of tbin magnetic film, such as title signatures in Figures 1 to 3;- 
Figure .5 is ain illustration of an embodiment of the invention in a smart card; 
Figure 6 is an illustration of an embodutient of the invention in an electronic 
key; . " : ' ■•..••v. - : ::\ ' 

Figure 7 is an fllUstration of an e^ of thg/my ifii an identity tag 

for attachment to an item, to be protected; / . 

Figure 8 is an illustration of an embodimenty?f the invention incorporated into 
a CD for authentication purposes; ' ^ 

Figure 9 is an illustration of an embodiment of the invention incorporated onto 
a certiiicate for authentication purposes. . 

Referring j5rst to Figures 1 to 3, illustrations of three example structures of 
magnetic elements are provided in plan view. 

In the first, a collection of regular rectangular magnetic elements (1) is shown 
schematically and not to scale. The material of the elements is Nigo Fe2o. The 
material is laid down to a thickness of 40 nm. The overall area of the 
signature portion is 1 mm by 1 nmi. The illustration is schematic only and not 
to scale. In particular it should be appreciated that each 1 mm by 1 mm area 
will comprise a very large plurality of elements of micron-scale width. 

Moreover, any representation that the elements are of equal widths is 
schematic only. An array of 1 jitm wide wires might be suitable for some 
applications. However, as has been noted above, any array of discrete groups 
of different wire width giving several discrete switching fields (for example as 
above described), or a continuously varying array with width varying in linear 
or other functional maimer (for example as above described), will often be 
preferred. 
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Figure 2 shows a geheraHy Similar . steucto^ haviiig': generally similar 
dSnensi6ns. The" caveafe above abbut the schematic na€re of &e m^JstralBd 
widths gain appUes. However, in this instance, the rectangular portions (2) do 
hot have square ends, but are provided with pointed ends. Differently shaped 
ends cah "affect the' swifcla^^ thus be;"preferred • for certaah: 

applications. Any suitable en<i shape can. be made usVdf without depaftmg;^ 
-froni the principle^ of the invention. . 
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.0 On Figure 3 a yet further alternative is shown, the signature pcnrtion 
comprising a generally square 1 mm by 1 mm array of circular magnetic 
microdots (3). In this instance material thickness is around 100 ran. Each 
microdot is 100 m in diameter. Again this is illustrative only. Altemative. 
shapes can be considered, and again elements of discretely or continuously 

15 varymg size and/or shape, provided the basic requirement for a device in 
accordance with the invention that a reproducibly measurable baseline 
signature response is obtainable is met. 

The fflm is laid down by any suitable method, in particular by optical 
20 lithography such as using the method above described. 

Figure 4 illustrates a mechanical drawing of an example of a small device 
suitable for measuring the magnetic response of a small area of thin magnetic 
film, such as a magnetic fihn comprismg a magnetic signatiire in accordance 
25 with the invention, for example the signatures illustrated in Figures 1 to 3 . 



The device to comprises a high intensity Ught source, in this instance an infira- 
red light emitting diode within the housing (1 1). The light is collimated by a 
single pin-hole (12), of diameter in the size range 0.2 mm - 5 mm. The light 
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is then reflected; off the surface of the ma@iietic thin film placed in position 
(15) against it and jpasses thrpugh a second pin-hole (13), with diameter in the 
* size range OJl mm — 5 Tmn, and preferably of the same diameter as liie first 
pin-hole. 

The reflected light then, passes into a light sensitive device T?^thin the housing 
(14), which is by preference a phototransistbr or photodiocle sensitive to infta- 
red radiation. In this iUustrated embodiment the light sensitive device is 
selected fb have low sensitivity to visible light, allowing the device to be used 
without optical screening. The device may alsp be painted black to reduce 
stray light reflections. 

Magnetic field coils (not shown) are attached to the device to apply magnetic 
fields in the range 0-500 Oe to the magnetic material under test. In the case of 
the magnetic material imder test comprising an array of elongated elements, 
such as rectangles, by preference the magnetic field coils are oriented so as to 
apply a field in the plane of the film and either along the long-axis of the 
elongated structures or at an angle to the long-axis in the range 0^ - 60**. 
Additional magnetic field coils can be present to apply an additional field 
transversely to the long-axis of the wire. 

The phptotransistor or other light receiving device is connected to suitable 
electronics (not shown) which record the reflected intensity firom the magnetic 
material while an alternating current is passed through tihie coils generating the 
applied magnetic field. Signal processiag electronics using a Digital Signal 
Processor chip or a Microcontroller chip record a number of cycles and add 
them together coherently to reduce noise. The number of cycles recorded will 
be such that the total acquisition time does not exceed 10 seconds, and for 
convenience will not exceed 5 seconds. The signal processing electronics then 
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; i^entifi^ the ineaa smfciung field for each of the major switching transitions 
in the recorded signal. These ai|^&eh passed to oiher ele^onicS^n^t sjioym) 
which acquire and if ne6essary 4§cipW ^the inrerecWed basehne. response ^ 
from a magnetic strip, Jnart card, optical bar code, or from a remc^ textual .' * 
5^. s^»ffce or electronic data store or other means, or alt^atively transmits the ^ 
' ^6asured ' rei>onse> comparator >vmg access : to* fee * 

- .wCTecoided baseline tei)6nse, ana.ac^^^ . . ' . . ^ 

Figure 5 Uhi^trates the application of the present i^^^^ 
0 card of otherwise generally conventional design. The card (21), typically 
sized and shaped as a credit card or tiie like, and which may indeed be used as 
a credit card or the like, is illustirated in plali view both from above (A) and 
from below (B). The card carries some alphanumeric information, but its 
main information storage system is the smart chip (22). This is backed up by 
15 optional bar code (23), and magnetic stiipe (24) which is typicaUy provided 
for backward compatibiUty with magnetic stripe only systems. 

A magnetic signature device (26) comprising a 1 mm by 1 mm array of 
magnetic elements of appropriate design in accordance with the invention is 

20 appUed on tiie rear of flie smart card. For convenience, in the example shown, 
it sits witiiin tiie foot print of the smart chip itself as illustirated by the broken 
line (28). For many applications it might be convenient to sit the magnetic 
element (26) within this footprint. An alternative approach to achieve the 
same effect might be to incorporate the relatively small 1 mm wide magnetic 

25 signature device into a specially enlarged space between contacts on the smart 
chip. However, such placement is purely for convenience, and it would not 
detract from the invention if the magnetic elements (26) were place elsewhere 
on the card. 



At the tim§ of xnanufepture of the card to initial baseline signature reading is 
taken. In the illustrated embodiment of smart card, the.baseline, response is 
stored on the card,, having first been digiSlly signed using an asymmetric 
encryption algorithm such.as RSA. The public key can then be made available 
to a user and/or stored on a^reader terpiinai. or even on the ciard itself withput 
comprQmising security. ^TJie signature can t3ien.be.us.ed to yaij^ that jftie card 
is a genuine product of the manufecturet, and to eliminate the" threat of 
fimidulent imsuse of cloned copies of the card, which constitutes an increasing 
source of both financial transaction fraud and identity jfraud. 

In use, the card is read by a suitable card reader, in particular by a card reader 
incorporating a signature device reader such~aur tiiiat mustrated kT Figure 47 
The device reader may be incorporated into an existing smart card reader. For 
example, with the embodiment shown, the reading device for the magnetic 
element needs to read opposite side of the card from that read by the smart 
card reader, and so can be incorporated into a conventional smart card reader 
with relatively Uttle engineering difficulty. In this way, cards and readers 
remain backwards conq>atible to conventional card/reader technology not 
having the identification and authentication system of the present invention. 

The reader measures an actual response from the card. An expected baseline 
response is also stored upon the card. This can be stored in any readable form, 
but is conveniently incorporated into the card in one of the existing data 
storage devices. For example, the baseline signature may be recorded in its 
encrypted form on the smart chip (22), the bar code (23) or the magnetic strip 
(24). The reader is thus able to read both the actual magnetic signature and the 
predetermined and prerecorded expected magnetic signature. The reader is 
adapted to compare these, within certain tolerance limits, and to indicate 
whether the card is authenticated or not as a result of that comparison. 
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The sma3^ card *acc50ixian6e the invention will be applicaBle to all 
circumslsinces' where, .conven^^^ technology iS being ^^ed,. ' 

including without limitatien bank and credit cards, secufe infoimafiptf storage 
cards identificatloh and authentication cards and the like. It provides .a means 
of autiiehticating tfee card as geuuine, aiid thus provides a' significant bbstacle 
to Muduli^t misuse of counterfeit copies of origmal cacrds. ' . . ' 



The system represented by the embodiment- in Figure 5 is a simple system, in 
0 which the device* in accordance with the invention serves merely to 
authenticate the card as a genuine manufactured product and thus to detect 
countofeit copies, and'in consequence ttie predeteimine'dbaselme response is 
conveniently stored upon the card. It will be readily understood that such a 
system is only an example mode of operation. In the alternative, Ihe original 
.5 "expected" signature could be stored elsewhere. For example, m relation to 
the use of a card as illustrated in Figure 5 as part of a financial services 
system, for example as a credit card, a system can be envisaged where a 
plurality of cards are in issuance, where a plurahty of readers are in use, and 
where the readers comprise a distributed network with a central data store such 
20 as will already hold customer details being further adapted to process 
signature information for verification purposes in accordance with the 
principles of tiie mvention. Other modes of operation will also readily suggest 
themselves. 

25 In Figure 6 an illustration is provided of the use of the present mvention in a 
lock and key arrangement. A key card (31) of suitable robust material, for 
example of a suitable plastic material, is provided with a device (36) 
comprising a 1 mm by 1 mm array of magnetic elements as previously 
described. 
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The key pard is proyi^4 in association with a card reader/lobk airangement 
iUiiisrtsated scheniaticaUyljy the remain ■ 

"Hie lock (32) incorporates a ^ot (33^, into which Ihe end ofthe key card (31) 
can be received, ^?^en. appropriat^y positioned ti^^ (3^) sits 

^ adjacent a reader (34) of the geijeral desigii illustrated in Figure 4. '[ 

The reader (34) obtains a reading of the magnetic response from the device 
(36) in the predescribed manner, and passes this response to a control unit 
(35). The control unit (35) stores or otherwise has access to the predetennined 
expedted response, for exmnple stormg"Ms lock, optionally' m" 

encrypted form. It effects the comparison, and in the event that a match is 
found within predetennined tolCTances, passes an instruction to the control 
means (38) to actuate the lock levers (39) and open the lock. 

Although the example illustrated in Figure 6 is an electi-omechanical lock, it 
will of course be understood that the principles of the present invention are 
equally appHcable to all circumstances where a physical or a virtual locking 
means or other means of access control might be considered. For example, 
without limitation, a device along the lines of the embodiment illustrated in 
Figure 6 could be used in conjunction with an electronic lock for a door or 
other closure, in conjunction with an electronic ignition for a vehicle, in 
conjunction with an electronic immobiliser for a vehicle, as a means of 
controlling access to a piece of electronic equipment, for example by requiring 
insertion before the equipment operates, as a means of restricting access to a 
particular service etc. 
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111 the illustrated embodimejit, a siiigie. card is illustrated 'in association with. 
• ihe lock. La practice," even for simple single-user locks it is fikely.to be 
' necessary to provide several keys. M in the ikturf bMp p^e^^^^^ 
. that these will inherently have different signature devices. Accordingly, the 

lock would need to store and respohd to baseline' signatures for each of these 
:Ldevices: More complex modes of operation can a^^^^^ envisaged where a 

lock provides for' access for a pluraUty of users,' or &deed where a plurality of 

loclffi are provided ui associatioil witii a pluraUty of usCT^^ 
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10 In a fibrst example of such operation, a pluraUty of locks and a plurality of.keys 
are provided in association with a multiple use entry system into a secure area. 
In a second" exainple of such a mode of operation, a plurality of operator cards 
are provided to control operation of multiple user office equipment. In tiiese 
examples, all authorised base Une signatures may be stored on each lock, or 

15 alternatively the locks may be linked together on a distributed network to a 
central database storing details of the cards of all authorised users. Such a 
system allows not only good security because of the difficult of producmg 
counterfeit cards, but also aUows control and monitoring of access m an active 



way. 



A further embodiment of the invention is iUustrated in Figure 7. In Figure 7, a 
signatiire device m accordance witli the invention (46) is incorporated on a 
label attachable to an item to be identified/protected. The label comprises a 
plastic tab (41) which optionally incorporates alphanumeric information; a bar 
25 code (44) etc. to store, for example identification information, information of 
origin, pricing information or the like about item to be labelled. The tab (41) 
is attached to an item to be labelled by the attachment strap (42). In the 
embodiment illustirated, the attachment strap (42) is intended as a simple loop 
attachment Attachment may be releasable or permanent. Where security and 
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permanence of .attaphment of the label are of particular importance a more 
coi^plex attachnjetit, would be readily ©ayisaged which, might for example" 
include locking mechanisms, tamper prevention mechanisms, tamper 
indication mechanisms and the like. • • • . . 

The embodiment of Figure 7 allows labeUing of items in either a tesinpotary or 
pennanwit maimer where it is not practical or desfrable to incorporate a device 
in accordance with the invention directly onto the item itself. Example modes 
of use include without lirnitatioia improved security airline luggkge labels, 
authenticity labels for high value branded items, in particular clothing and the 
like; origin and identity labels for the same, for stock control purposes, and for 
example for identifying ori^nai and hence controlSg unauffiorised 
importation of genuine branded articles intended for another market; marking 
of items for stock control purposes; price marking of items, labels being used 
in such a way as to make it difficult for a purchaser to transfer a (lower) price 
label from another item to obtain goods at a fraudulently low price. 

The normal mode of operation of a label of the type illustrated in Figure 7 will 
be authentication. Accordingly, the prerecorded signature information will 
usually be stored on the tab (41). The prerecorded information will be stored 
in any suitable machine readable form. In the example given it could be 
incorporated in the bar code. A reader will be provided ad^ted to read both 
the magnetic signature of the device (46) and the encrypted expected 
signature, and to effect a conqiarison to authenticate the label. The security 
effectiVQiess of the label lies in that it is very difficult to copy, since the 
random nature of the signature means that a copied label will be immediately 
identifiable as such. 



r 



32 ' 

«2L 



5 



Figure « illuslrat^ a data storage ^sk such as a CD, DVD or the liie to Avhich 
■a deyioe k accordande wiSi the inventioii has been applied, ilie disc (51) 
.Mdorporates a magnetib Signature tab (56) comprisiiig maghetic elements as 
. above des<^bed preferably within the dead area (53) not ptherwise carrying 
adta. .^ encrypted predeteniJaiied reading of tiie signat^e (56) is provi4ed 



bjs.ewjdere on the disc. 



>t its simplest, in a first mode of op^ti<in," ^ ' 8y8fem;'*iitfW8- the 
' maiiufacturer to autiieiiticate original CDs^VDs,. to ideiitify dtfutiterfeit , 
10 copies,, and in association ^th a Suitable stock control system to track origin 
and destination of genuine originals, and to identify unauthorised importation 
and the like. 

In a more advanced mode of operation, disc readers can be manufactured 
15 which incorporate device readers to read the device (56) and to authenticate 
the disc, and which will be disabled from playing unauthorised copies. It is 
also possible to envisage a system whereby such modified players can be used 
in conjunction with the identification/ authentication system of the invention 
as part of an end user licence arrangement 

20 

Figure 9 is an example of the use of the invention on a formal identification 
document Such a document might be an identification or authorisation 
document, such as a passport, drivers Hcence, authorisation or quaHfication 
certificate or the like, an identity or authorisation certification intended to 
25 accompany, verify or otherwise identify an article, or any other document 
where coimterfeit copies might be a problem. 
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The^ doGument (61) in the example includes visual inforrnatiqn (6i2), for 
example a photograph, written information (63), and a bar code (64). ^It might 
include other data storage or security devices. 

5 .A device comprising magnetic eleiAents as above {66) is. fiaooiporated into the 

document. Tliis device is readable in the manner above described. In one 

mode of operi^tion, the device (66) serves a simple authentication piirpose, and 

an encrypted prerecorded reading of its expected magnetic response is^^dso 
. *' * . * . ■ ... . ' - ^ ^ 

iiicorporated into the document. Conveniently in the example given this could 

10 be incorporated into the bar code, of otherwise stored in a readable forrn. 

However, it will be appreciated that in more sophisticated systeihs it would be 

possible to store the expected magnetic signature remotely, optionally with 

further identification and/or other security details. 

15 The device in accordance with the invention applied to documentation in this 
way serves primarily as a form of copy protection. It therefore serves as a 
cheap and conveni^t authentication device in all circumstances where there is 
a vulnerability to firaud arising from the counterfeiting of genuine originals, for 
example in relation to identification dociunents, formal certificates, financial 

20 paperwork such as cheques, paper money and the like, important legal 
documents, and other such documentation. 

The foregoing examples are merely illustrative of the possible uses of a device 
in accordance with the invention. It will be appreciated that a signature device 
25 in accordance with the invention could have a huge range of applications, in 
particular being applicable to any situation where significant commercial or 
security issues arise from the misuse of counterfeit copies of original items. 
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